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APPLIANCE DEMO oo

= The WICED SDK contains many applications demonstrating different
aspects of the WICED functionality.

= Provided as source code examples

= Contains documentation on using/configuring the features
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HOME APPLIANCE CONTROL APPLICATION et

This application demonstrates how a simple web page can be used to send information to a
UART when a button on the webpage is clicked. The application mimics a very basic user
Interface to control a home appliance such as a washing machine or dryer.

Features demonstrated
WICED Configuration Mode
Wi-Fi client mode
HTTP web server with dynamic content

Powersave
Equipment needed to run demo Optional equipment
wiced eval board & usb cable - spectrum analyser, wispi or INSSIDER
laptop with IDE/SDK2.4.0 installed - ‘scope for measuring power consumption

smart device such as phone or tablet

wlan access point
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HOW TO SET UP DEMO

Application Instructions

1. Modify the CLIENT_AP_SSID/CLIENT _AP_PASSPHRASE Wi-Fi credentials in the
wifi_config_dct.h header file to match your Wi-Fi access point

2. Connect a PC terminal to the serial port of the WICED Eval board, then build and download the
application as described in the WICED Quick Start Guide

3. After the download completes, the terminal displays WICED startup information and starts WICED
Configuration Mode.

Once the device has been configured, it connects as a client to the Wi-Fi AP _selected during
configuration mode. The app starts a web server that displays a web page with clickable
buttons. A Wi-Fi client (eqg. a computer) connected to the same home Wi-Fi network as the
WICED module can then connect to the appliance web server using a web browser.

Lets start by loading the SDK onto your laptops, collect a WICED eval board and a WLAN
access point.
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CONNECTING A DEVICE TO THE NETWORK sroficon

= What do we need to know?
= SSID and security credentials (passphrase) for the wlan network we wish to
connect the WICED board to.

= In this case it's helpfully printed on the WLAN AP’s | have provided but normally this
would be printed on the back of the home gateway or could be found via the GUI on
the AP.

= But how do we enter these details into an embedded device that has no screen
or keyboard??

= We will use a special mode of the WICED software that allows the board to start as a
SoftAP that can be easily found using a browser and configured.
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A

SET UP YOUR NETWORK ==

Now, please power up your WLAN AP and check the SSID, passphrase
and the channel it’s operating on.

Also, connect the WICED eval board to your laptop via USB cable.
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NOW TO CONFIGURE THE WICED APP =

Open the WICED SDK and browse to the application app

== CfC++ - Wiced-SDK/Apps/demo/appliance/appliance.c - ‘.\m’— _m

File Edit Source Refactor MNavigate Search Run  Project Window Help

rﬁv @E|@ @vﬁvﬁv %\v%v @E‘:f‘v Elﬂl &Ivﬁlv’ﬂj@v
rﬁ_‘. Project Explorer % =] | @ ¥ =0 @ appliance.c i3 @ generated_security_d @ default_wifi_conf
(= Apps =
= demo a8 * Copyright 2013, Broadcom Corporation
= appliance * A1l Rights Reserved
[ appliance.c -
[¢) appliance.h *# This is UNPUBLISHED PROPRIETARY SOURCE CODE
. . . @appliance.mk * the contents of this file may not be disclos
There is one file we need to modify & bt smarbridge  or auplicated in any form, in whole or in pr
(= temp_control * written permission of Broadcom Corporation.

and enter the details of the wlan READVE bt

. . = snip
network we wish to connect the wiced & et ——
deVICe too. gla:d : Home Appliance Control Application
README.tt £ # This application demonstrates how a simple »
(= build * information to a UARRT when a button on the ¥
(= Doc #* mimics a very basic user interface to contrc
. g . = Drivers * machine or dryer.
- Default_wifi_config_dct.h & include : e
- - - [ platforms * Features demonstrated
@ default_wifi_config_dct.h # — WICED Configuration Mode
[€] wiced_dct.h ¥ - Wi-Fi client mode
[ig] wiced_defaults.h * — HITPF web server with dynamic content
[g] wiced_easy_setup.h * - Powersave
[£] wiced_management.h )

m wiced olatform.h Application Instructions
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CONFIGURING APPLICATION APP

File — default_wifi_config _dct.h
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r@ appliance.c (@ wifi_config_det.h (@ wifi_config_dct.h (@ *default_wifi_config &2 Py = H|
_Iu'rﬁHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH -
*® Macros
AR AR AR AR AR AR AR R R AR R R R AR R AR AR R AR AR AR AR AR AR R R R R R R R R R R
P e T,
= Constants
L e T L e
f#* This i=s the =oft AP used for dewvice configuration */f I
f#define CONFIG AP S5ID "WICED Config"
f#define CONFIG AF CHANWEL 1
fdefine CONFIG AP SECURITY WICED SECURITY WEAZ AES PoH
ffdefine CONFIG AF PRASSPHRASE| "10345678%
/% This i=s the =oft AP available for normal operation (if used) */f =
fdefine S0FT AP 55ID "WICED Device™
fdefine S0FT LF CHONNEL 1
ffdefine S50FT_ AP SECURITY WICED SECURITY WFAZ2 AES PS5K
f#define S5OFT AP PASSPHRASE "WICED PASSPHRASE™
/#% This i=s the default AP the device will connect to (as a client)*/
fdefine CLIENI AF S55ID "zgid" e
fdefine CLIENT AF PASSPHREASE "passphrase"
g#define CLIENT LF ES55 TYFPE WICED BS55 TYPE INFEASTRUCTURE
fdefine CLIENT AF SECURITY WICED SECURITY WPRZ MIXED PSK
f#define CLIENT AF CHANNEL 1
f#define CLIENT AF BAND WICED 802 11 BAWND 2 4GHZ
P T e T,
= Enumerations
R R RN R AR AR R AR RN A AR RAAARRARHR [ il
'l 3
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TIME TO COMPILE, DOWNLOAD AND RUN ===

On Ehe right hangl side of the IDE tools, there is & ,.rp0a = T8 ==
the “make target” window. We have helpfully S Wiced-SDK

prOVIded a Set Of example make fIIeS here [E] ;rl:;:&agjpéé&&ce-af:&%lﬂﬁﬂf&fim download run

already’ |nCIUd|ng the one we need tOday (@) dEr‘ﬂl:I.tEFI"Ip_CDﬂtrD|-ECM943352WCh4 Jownload run

(& snip.dct_read_write-BCM343362WCD4 download run
(@ snip.https_client-BCM343362WCD4 download run
(@ snip.ota_fr-BCMI43362WCDd OTA=waf.ota_upgrade SFLASH=app-dct-ota-download

Double click on “demo.appliance- ® snip.scan-BCMB43362WCD4

” (@ snip.scan-BCMI43362WCD4-debug download
BCM943362WCD4 download run @ snip.scan-BCM943362WCD4 download
(@ snip.scan-BCM343362WCD4 download run
(@ snip.scan-BCMI43362WCDE -FreeRTOS-LwIP-5010 download run
(@ snip.scan-BCMI43362WCD4-5PI download run
(@ snip.scan-BCM343362WCD4-ThreadX-MetX_Duo-SDI0 download run
(@ snip.scan-BCM343362WCD4-Threadx-MetX-5PI download run
(@) testiperf-BCM943362WCD4 download run
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TIME TO COMPILE, DOWNLOAD AND RUN ===

== C/C++ - Wiced-SDE/include/default_wifi_ -

Eile Edit Scurce Refactor MNavigate Search Run  Project Window Help

The application will then build and it's . & & @-e- e B-a- ®e oc o0 bt omae -

) Cd
progress Can be traCked In the P Project Explorer &% = | ¢ ~ = O ¢ appliance.c (@ wifi_config_dct.h (@ wifi_config_dct.h (@ default_wifi_config_ 2
“console” window = '3'
. = demo B TR R e L T T e LT
= appliance = Macros
[ appliancec | ||| FEEEmmmmmssmsmsssssssssssssssassmsassasssssssssasmanansf
[ appliance.h
[ apphance.mk R R R R AR AR AR AR R AR AR A AR R AR R R AR AR AR R AR R AR AR R AR AR R R
= bt_smartbridge - Lonstants )
. . . (= temp_control ||| TTTTTTTTTTTTmmmmmmmmmmmmmm s s
If it compiles and builds correctly then README ¢ e e o .
. f#* This is the soft AP used for device configuration #*/
. . . & snip #define CONFIG AP SSID "WICED Config"
you will see a screen like this & e ‘ s ==
wa
= wwd El Console &2 E_-, Problemq & SEarchw %3‘ Debugw 4L 4F | '—ﬁ Eﬁ 5N |
README bt ||| C-Build [Wiced-5DK]
= build 1ibc | 51733 | 2a3id |
Hetworking 1 3859 | 35376 |
= Doc
(= Drivers HetX | 52188 | 644 |
= include Platform | 1014 | o1
= platforms ELM Initialisatior-l ) ) 1 2433 | ) a ]
@ default_wifi_config_dcth Startup Btack & Link Script f£ill | 468 | 857 |
. upplicant -
@ wiced_dcth 5 1i BESL | 101874 | 506 |
[ wiced_defaults.h Threadx ! 8732 | 392 1
. ' Wi-Fi Firmware | 203268 | o
@WfCEd-EEW-‘Et“F"h Wiced | 38885 | 843 |
[ wiced_management.h WHD I 17576 | 1076 |
[§ wiced_platformb | e __ e I
€] wiced_rtos.h — || ToTaL (bvtes) | 515536 | 46444 |
[ wiced_security.h P P —— I
[ wiced_tcpip.h
[ wiced_time.h uild compiete
[ wiced_utilities.h Downloading Bootloader ...
[ wiced_wifi.h Ho changes detected
[& wiced.h
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MONITORING THE APP

The status of the wiced app can be
tracked using a terminal emulator.
Here | am using puTTY.

The port settings will need to be
checked in device manager/ports to
the settings shown here
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g=4 Device Manager =B8] &
File Action View Help
&= | T E R & 2 %S -
| WICED USE Serial Port (COM4) Properties ﬁ
> ﬂ;{. Human Interface Devices
p % Imaging devices Port Settings | Driver | Details
y -Z Keyboards
b --ﬂ Mice and cther pointing devices
» I Monitors Bits per second: [ 115200 -
AE" Metwork adapters
----- LF Bluetooth Device (Personal Area Metwork) Data bits: [3 "]
| I S l_l-"' Bluetooth Device (RFCOMM Protocol TDI) _
----- 8} Cisco AnyConnect Secure Mebility Client Virtual Panty: [None v]
----- iF Dell Wireless 1540 802.11a/g/n (24 GHz/5GHz) Stop bits:
..... %' Intel(R) 82579LM Gigabit Network Connection top bts: [ )
e LF Microsoft Virtual WiFi Miniport Adapter Flow cantral- [Nnne v]
- i Portable Devices

i

. p
%
> -y
2
s g
x
a- g

Ports (COM & LPT)

12 WICED USB Serial Port (COMM4)

FroCessors

Security Devices

Smart card readers

Sound, video and game controllers
Storage controllers

Systern devices

Universal Serial Bus controllers
WICED USB JTAG Devices

[ Advanced. .. ] [ Restore Defaults ]
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TIME TO COMPILE, DOWNLOAD AND RUN et

Open up the puTTY window to monitor

status messages from the WICED e T e T ——— S
board HrIRA R @ aTE B @S vt ey
L™ Project Explorer 232 [—| | ¥ =8 I .c| appliance.c | [im] wifi_cenfig_dct.h | [im] wifi_cenfig_dct.h . [h] defar
i:vf«pp;r@ COM4 - PuTTY (=] )
The WICED eval board will now be ] scaxcing wWiced v2.4.0 s
running the Appliance application and -
will be in softAP mode. il -
Bl .
- E o
| E
] . ) u_F‘.E _ 3
Note the ip address of the wiced softAP = puis] :
as this may be needed during the next o | :
step of the demo setup. & pif - o
c| deg . TR
E o _ 1 73:2D 3 3
€] w - l
Le] Wit | TroT [

TOTAL (bytes) | 515536 | 46444

l.g| wiced_platformb | M| ________ _ o ___ e e
l.g| wiced_rtos.h

Broadcom Proprietary and Confidential. © 2013 Broadcom Corporation. All rights reserved. 12
Broadcom Proprietary & Confidential. © 2011 Broadcom Corporation. All rights reserved.



SETTING UP THE DEMO oo

= Note on demo’s

= When demonstrating to customers, the environment is typically full of wlan networks so
it is useful to perform a site survey to pick a quieter channel.

= - the operating channel for the softAP is defined in the default_wifi_config_dct.h file/

= There are many tools available to do this ranging from freeware, through to
comprehensive commercial packages such as Wildpackets.
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SITE SURVEY

On this occasion | will use a tool by Metageek “InSSIDer” with a wlan usb
dongle.

i in5SIDer 2.1 [E=2REE ~
i _-:__-.‘J,I. J

Check you can see the WICED
softAP during the site survey

Note:l have configured a wlan
hotspot using my iPhone (da
IPhone) and this can be seen
here alongwide the hotel
networks.

Please check that you can see
your WLAN AP here too.

05:59
17/12/2013
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A

CONNECTING WICED TO THE NETWORK Hoe

With the WICED board in softAP mode, any wlan device such as laptop, phone etc can connect to it
and see the configuration web page provided by the wiced board.

Note: it may be necessary to enter the ip address of the softAP if DNS redirect does not automatically
take the browser to the web page served by the eval board. As mentioned earlier, the ip address of
the WICED softAP can be found on the console window.

Click here to start the wifi
setup

15
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ENTERING NETWORK DETAILS srofboou

Device Started
Web server and access point stopped
See UART for further information

Click on scan & select Enter the passphrase fo The WICED board will then

networks your network and then click switch to STA mode and
“loin” next to the name of connect to the specified
your network wlan network.

If successful you will see
this page
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USING THE APPLIANCE APPLICATION =

The WICED board is now connected to the home network and simulating being an “appliance”
with a very simple user interface.

Using a smart phone or other device, connect to the same wlan network and browse to the new ip
address that the wiced board has been given via DHCP by the wlan gateway. Note, this can be
found by looking at the console window.

This web page is created and served by
the wiced board. Pressing these soft
buttons will be detected by the wiced
board and could be used to control the
“appliance”.

Each button press is also reported in the
console window too.
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DEVICE CONNECTED smosboon

r@ COM4 - PuTTY

Button presses on WICED board are
reported via the web server

Lreatlng

Note new ip address which is provided Starting Wice
via DHCP by the wlan access point. WWD SDIO im

Connect laptop/smart phone to the
same network. Open web browser and
enter ip address of wiced board.

Wiced board is now serving a new web
page offering a range of soft buttons.

This is demonstrating that the board
can be controlled via a remote web
page — console port confirms button
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ADDITIONAL ELEMENTS TO DEMONSTRATE smoftoou

The Appliance application is now fully configured and connected to the specified home
network — all without needing to enter any security details directly in the device via buttons or
keyboard.

It's also possible to discover and connect the wiced board by using a number of other secure
methods such as WPS, Bonjour (or Gedday) and soon NFC pairing too.

Further areas to explore with this application is the use of wifi powersave mode to reduce
power consumption when the radio is not transfering traffic.

The WICED eval board has a port for connecting a scope (or current meter) to measure the
board power consumption directly.
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POWER CONSUMPTION oo

H1

Cu%;m

“BW Limif
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(BREESRER]

The trace shows the current consumption of the
wiced board. The peaks are when the radio exits the
very low power sleep mode to receive the beacons
and then returns to low power mode.

Reference Application note WICED-AN104-R-Powersave-App-Note.pdf for more details of the
powersave implementation.

20

Broadcom Proprietary and Confidential. © 2013 Broadcom Corporation. All rights reserved.
Broadcom Proprietary & Confidential. © 2011 Broadcom Corporation. All rights reserved.



